RELEASE NOTES

cnMaestro™

Release 6.2.0
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Introduction

The cnMaestro™ 6.2.0 release introduces a new set of exciting features and
improvements.

Important: Web Browser

Restart your browser or clear the browser cache with a hard reload if you have Ul
problems after the 6.2.0 update.

Important: Enterprise Wi-Fi AP Version

Update to the Enterprise Wi-Fi AP 6.6.1 or later if you plan to use MarketApps.

EasyPass: Hospitality PMS Integration

This feature is now Generally Available (GA) in 6.2.0.

TigerTMS is a PMS system service provider for Hospitality. They provide a full management
system for property managers from check-in, billing, etc. They provide API for Captive Portal
deployment in their systems through which guests are authenticated, and session is
managed through it.

Navigate to EasyPass > Add Portal > Hospitality PMS

Select Portal Type

Name* Managed Account

Base Infrastructure
Guest/Public Access

& 3 ®
One Click Self Registration X Sponsored Guest X
Guests gain access after agreeing to Guests sign up to gain access using an A guest ambassador must register the
terms of use. online form. gquest

a =
Voucher Paid X WiFi4EU
User gain access using a pre-assigned Create a paid internet access plan. Free public Wi-Fi only in European Union.
access code.

- &
Third-Party Integration Hospitality PMS
Integrate with an external Captive Portal Integrate with Hospitality Guest
using Secret Key Management Solution.

Employee/Student Access

= ° =

Microsoft Entra ID X Google Login X Onboarding X
Users gain secure access using Microsoft Users gain secure access using Google Users gain secure access using a ePSK.
Entra ID (formerly Azure Active Directory). authentication.

Combined

Configure Server URL, Username and Password under PMS integration page to connect with
PMS service.
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(@ cambium Networks | cnMaestro™ X Q ~cu + 1 a® ® p o | ]

= EasyPass>H S
@  Besic Tiger TMS provides iLink, a hospitality midcleware that connects Property Management Systems (PMS) with hotel applications such as guest WiFi and onboarding. The integration in cnMaestro uses
the Tiger TMS REST API to obtain an access token and to authenticate guests and retrieve room information for the selected site.
2 For more see TigerTMS - Integrations and TigerTMS - iLink
g um Server URL'
imits
@ Design
< User Name*
e WLANs
Password"
& Connect PMS Service
(=53
Save Close
s e
&
ﬁ Copyright © 2015 - 2026 Cambium Networks, Ltd. All rights reserved. | Version 6.2.0-b44 | Community | Support | Help O

NSE Enhancements

Cellular WAN Integration
This feature is now Generally Available (GA) in 6.2.0.

If the NSE is connected behind a Teltonika modem, it can fetch cellular statistics from the
modem and display them in cnMaestro.

To configure this:
e Set the uplink type to Cellular under WAN configuration
e Provide the required username and password

Once configured, the NSE will fetch statistics from the modem and display them in
cnMaestro.

Note: This feature requires NSE devices running software version 2.2 or later.
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[=] WAN Configurations

WAN-1(Port1) & = WAN-2(Port3) @O &  Virtual WAN @) & Add

Assigned Port”

Port 3

The minimum device

7

software version required for this feature is '2.0°

IP Address Assignment

Dynamic

Uplink Type

Cellular

Cellular WAN Username®

Cellular WAN Password®

Enable 802.1g VLAN tagging of frames

Additional IP Addresses

Additional WAN IP addre

used for Source NAT e.g. 501.1.0 or 5011.0/29 or 5011.0-50117.

The statistics are available at Network > Cellular WAN.

As part of the statistics displayed, we provide the following details:

e Hardware and software version of the modem

e Mobile signal information

e Cellular signal strength details

e Network status

e Traffic statistics

LAN Routes WAN VPN Sites

Name
Firmware
Serial
MAC

Uptime

Mobile Signal

Operator
Netwark Typs
Band

Cell ID
Connected
IME

s

[[eel’s]

SIM State

Metwork Status

Status

Protocol

Dashboard MNotifications Configuration Security Network Performance Software Update Tools Clients

starink (IR CICEEN  Firewall Counters
TRES0D
TRB500_R_00.07.213
6000696902
2097270E88FD

1d 16h 17m

SMARTY
4G (LTE); VoLTE
LTEB28
13174107

® Yes

Inserted

188.31.2501128, 188.31.250129

Certificate

Signal Strength

RSRP - Reference Signal Received Power (dBm)

SINR - Signal to Interference plus Noise Ratio (48)

RSRG - Reference Signal Received Quality (48)

RSS| - Recoived Signal Strength Indicator (dBm)

Tratfic Statistics

Interface
RX Bytes

TX Bytes

~104 dBm
I
S5d8
I
8 d8
p—
79 dBm

mobistal

7024 GB

1446 GB
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Snort3 support for NSE3000, Snort2 to Snort3 VRT Category Migration

This release introduces migration of Snort VRT categories. Since Snort2 and Snort3 use
different VRT category definitions, migration ensures that existing IPS policies continue to
function correctly after the upgrade.

cnMaestro automatically migrates configured Snort2 VRT categories to the corresponding
Snort3 VRT categories during device upgrades.

No changes are required for IPS categories other than Snort VRT categories.

=) IDSAPS
[] Enable IDS/IPS

Mode

Detection

Rule Type

snort.vit

Rules

Balanced

Oink Code”

Category

app-detect( browser® community @ content-replace
exploit-kit® FileC indicator® MalwareC
os( policy® protocol pua-adware

server-mail

Note: This feature requires NSE devices running software version 2.3 or later.

Tailscale Integration

This release introduces Tailscale integration for the NSE, enabling administrators to securely
connect branch networks that are behind NAT to a Tailscale peer (Tailnet) or to other
branches that are also behind NAT, without requiring traditional VPN configuration or port
forwarding.

The integration simplifies secure site-to-site and remote connectivity by leveraging
Tailscale's WireGuard®-based mesh networking, providing seamless, secure communication
between distributed sites.

Configuration
Navigate to NSE Group = VPN = Tailscale

Configure the following settings:
Parameter Description
Enable Tailscale Enables or disables Tailscale on the NSE.

Tailscale authentication key used to register the device with the

Authentication Key Tailscale cloud

Enable Accept

Accepts subnet routes advertised by other Tailscale nodes.
Routes
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Specifies the local LAN subnets to advertise to the tailnet (for example,

Advertise Routes 155 158'50.0/24).

Note: This feature requires NSE devices running software version 2.3 or later.

NSE Groups > India-NSE-7003E0-India-11Jun2025-02-01PM_clone_clo_c194056

@
Gacic demo@demo.com z

Showing1-1Total 1 10 v
Management

Netwaork [E Tailscale

Enable Tailscale
Groups

Authentication Key*
WAN
Firewall

Enable Accept Routes
DNS et SUbet toutes Soverise
Threat Protection Advertise Routes

(19216810124 x | ( 192168.2.0/24 x | ( 1921010724 x | [ 1921010.0/24 x

(19210410.0/24 x ) [ 192468.203.0/24 x |

User-Defined Overrides

The Tailnet Dashboard for NSE provides centralized visibility regarding the operational status
and performance of the Tailscale client. Administrators can monitor peer connectivity,
network activity, DERP latency, and client health from a single dashboard, simplifying
troubleshooting and operational monitoring.

Navigate to NSE > Network > Tailnet

[ NSE > NSE-703980-India-2-DNDh
Dashboard Netfications  Configuration  Security Network

LAN Routes WAN  VPNSites
Tunnel Activity Network Environment
Protocol uoe
Tailnct Pers RX from Poars 4 TxtoPeers ¢ [ 5110.225.242.64706
13 8 238w 24 nation 1P ® Fase
o o sound Quisoun

® False

Bengaluu

1.960-02/20260305-17043dcad2

Relay Server Status RxBytes

5 Jun 2026, 0442 PM

lmatest

NSE703568-US

NSE700880

La:
N
2
N
N
Faise NA
N
N
N
100118187125 b W
2

INOLTICGMO2 vindows 1008258120 b ® Onine 177K Lake 25 Jun 2026, 05:31 AM Faise Jun 2026, 0412 PM

DNAT counters

This release introduces the DNAT statistics page, providing real-time visibility into traffic
matching Destination NAT (DNAT) rules configured on the NSE. Administrators can monitor
hit count on the rule and validate that inbound traffic is being translated as expected.

Navigate to NSE Dashboard > Network > Firewall counters
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NSE > NSE-701038-Bangalore

Dashboard Notifications Configuration Security Network Performance Software Update Tools Clients Certificate

LAN  Routes WAN VPNSites Tailnet

5] Outbound Firewall

Apply Filter(s)

Name

[ DNAT
Apply Filter(s)

Name

dnat_vwan_pf_rule_1

hitp

dnat_wani_tto1_rule_1

dnat_wan2_ttol_rule_2

Starlink

Cellular WAN

Bytes

Comment

Comment

Showing0-0Totall0 10~

dnat: wani ip daddr 10110.200.52 tcp dport 22 -> 192.168.20010:22

dnat: wani ip daddr 10110.200.52 tcp dport 8000 -> 1921681012:3000

dnat: wan ip daddr 10110.200.51 > 192168.2001

dnat: wan2 ip daddr 10110.20070 -» 1921681012

Showing 1-4Tota 4 10 w

Note: This feature requires NSE devices running software version 2.3 or later.

User Groups in Outbound Firewall

This release introduces User Group-based firewall policies, enabling administrators to define
firewall rules using user groups instead of individual IP addresses or subnets.

User groups simplify policy management by allowing multiple IP subnets to be grouped
under a single logical entity, making firewall rule configuration more scalable and easier to

maintain

Note: This feature requires NSE devices running software version 2.3 or later.

Navigate to NSE group > Groups > User Group

NSE Groups > Charter_BayCity_NSE

Basic

Management

Network

WAN

Firewall

DNs

Threat Protection

[ User Groups

Apply Filter(s)
Name.
Students
Network-Management
Teachers
Guest

Admin

Description

Students Group

network management

Teaching staff

quest user

Administration Staff

IP Addresses / Source Subnets

Navigate to NSE group > Firewall > Outbound Filter Rules

[E Outbound Filter Rules

Apply Filter(s)

Precedence

2 ~

MarketApps: 60 GHz cnWave Installer

Name

~ Block-student-Guest

Block-Guest-Admin

Description

Action
Deny

Deny

Type
1P Based

IP Based

Protocol

any

any

Source IP Address

Students

Guest

192168.20.0/24, 192162.201.0/24, 192168.202.0/24 2
192168.200.0/24 Iz
192168.30.0/24, 192168.40.0/24, 192:168.41.0/24 Iz
192168.31.0/24,192168.32.0/24 Iz
192168.35.0/24, 192168.36.0/24 Za:
Showing 1-5Total: 5 10 v
w
Mask Source Port Destination.. Mask Destination...
any any Guest any any
any any Admin any any

App

Showing1-2Totak 2 10 &

cnMaestro 6.2.0 introduces support for onboarding 60 GHz cnWave devices through the
Installer MarketApp. This enhancement extends the existing field installation workflow,

6/25/26
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enabling installers to claim supported cnWave devices directly into cnMaestro during on-site

deployment.

Using the Installer App, installers can enter the serial number or scan device details, select
the deployment context configured by the MSP admin, and capture installation information
as part of the onboarding process. This allows field teams to complete device installations
without requiring access to the full cnMaestro administrative interface.

After onboarding, the 60 GHz cnWave device is automatically added to cnMaestro for
centralized monitoring and management. Installation details captured through the Installer
App are stored in the installation summary, helping administrators maintain accurate
deployment records and track installation history.

Note: Before onboarding 60 GHz cnWave devices through the Installer App, the E2E

controller must be onboarded first.

Select App Type

Name*

Select Type

-~
MDU Managed Wi-Fi

Apps for property managers and residents (Personal Wi-Fi

optional)

4=
Outdoor Hospitality Managed Wi-Fi
App for RV Parks, Campgrounds, Marina's etc.

)

~a
Enterprise Installer
Onboard Enterprise APs and Switches to cnMaestro.

Managed Account*

T

MDU Self Service Wi-Fi
Simple Personal Wi-Fi App for MDU residents only.

&

Senior Living Managed Wi-Fi
App for Senior living, Assisted living, Independent Living, Memory
Care etc.

&

an
60 GHz cnWave Installer
Install and onboard cnWave nodes.

@ Cambium Networks | cnMaestro™ X Q search ~cul +
MarketApps > & Bl (60 GHz cnWave Installer) x &
@ B @ [Nework |
[ 60 GHz cnWave E2E< [l - I

PR Settings o

Q fearch ]
f§  Desion o [ peore

60 GHz cnwave £2¢- I
%
60 GHz cnWave E2E-¢
= 60 GHz cnWave E2E-¢

60 GHz cnWave E2E-__
g Add Installer T Resend Invite to All f
@ User Email Validity
O+

No Data Available
n within the
o

&
ﬁ Copyright © 2015 - 2026 Cambium Networks, Ltd. All rights reserved. | Version 6.2.0-b41 | Communi iy, | Supgort | Help ™



Upload Pre-Provisioning X

Upload a CSV to add node types and sites. Existing entries will be ignored
Non-existing sites will be automatically created under your network

Import Pre-Provisioning

Browse

Download Sample Template ths

Cancel m

MarketApps: Installer App Enhancements

Installer App: Improved Search & Update support for existing Devices

The Installer MarketApp has been enhanced to support searching existing managed devices
by Serial Number, Device Name, or MAC Address, including partial search. Administrators
can now quickly locate existing devices and update installation details such as location,
height, tilt, and photos.

This enhancement also improves the device replacement workflow by allowing devices to be
replaced while retaining the existing configuration, helping simplify installation management
and ongoing maintenance.

Update Device X

Serial Number (MSN)* MAC Address*

Device Name™

AP Group*

Address
Get Location @

Height Azimuth it
Unitinfeetand inch ~ Degrees from North (0°  Degrees from Horizon
10360°) (-90°t090%)

Description

Installer Comments

£y €2y

Add Image Add Image
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Historical Clients detail at the AP level

This release introduces support for viewing historical client details at the individual AP level.
Administrators can now review clients that were previously associated with a specific AP,
helping improve visibility into past client activity and connectivity behavior.

This enhancement simplifies troubleshooting by allowing administrators to investigate client
history directly from the AP context, making it easier to analyze roaming, connectivity, and
usage patterns over time.

(@ cambium Networks | cnMaestro™ X Q A + 1

= Networks AP Groups Wi-Fi>x7-56X- W o
o > & Dashboard  Notifications Configuration Details Performance ~Software Update  Tools Mesh Peers WLANs  Assists X
v® W Wired Clients  Unconnected Clients
gl
B Apply Fiter(s)  Managed Account:  Base Infrastructure Duration:| Current v Disconnect Disconnect Al Export v -
) Host Name User MAC Address 1Pv4 Address VLAN-ID ssiD Current | SNR Band
Oe ] | N | 1 56x_72_GRE| 24 Hours X aBm 46 dB 5 GHz
7Days X
Oe - 1 56x_72_GRE dBm 40d8 5 GHz
30 Days X -
o 2 10 v 1
Q0
8%
3
o
& > d
o Xl
Copyright © 2015 - 2026 Cambium Networks, Ltd. All rights reserved. | Version 6.2.0-b44 | Community | Support | Help ™
NS

Per-AP Performance Graphs for PER and Non-Wi-Fi
Interference

This release introduces new RF performance information to device performance graphs,
including Packet Error Rate and Non-Wi-Fi Interference time-series data.

These new graphs help administrators monitor wireless channel health over time, identify
packet loss trends, and understand the impact of non-Wi-Fi interference on device
performance. This enhancement improves troubleshooting visibility and helps optimize RF
performance for supported devices.
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o

(@ cambium Networks | cnMaestro™ X Search ~cl +
= Networks AP Groups @ wiFi>xv3-sill s
o > Ol D ifications  Configurati Details: Software Update Tools Clients Mesh Peers WLANs  Assists X
8 Noise Fi Wi-Fi Interf
Y oise Floor o x -Fi Interference o x
vE o
v e J\
& H g 50 “ 20
8 - "\
& L
£ |
N — o
{E} A 19 Jun 20 Jun 21Jun 22 Jun 23 Jun 24 Jun 25 Jun 19 Jun 20 Jun 21Jun 22 Jun 23Jun 24 Jun 25 Jun
folo
o >4 o TH
@ N =] Non Wi-Fi Interference ® x Packet Error Rate ® x
&
1
e
> B ] 5
B # 05 ®
=
=
4 E o o
¢° > o 19 Jun 20 Jun 21Jun 22 Jun 23 Jun 24 Jun 25 Jun 19 Jun 20 Jun 21Jun 22 Jun 23 Jun 24 Jun 25Jun
= L ® Radio1 @ Radio 2 ® Radio 1 @ Radio 2
o P

Note: Wi-Fi 6 and Wi-Fi 7 devices supports Packet Error Rate, and Non-Wi-Fi Interference.
Wi-Fi 5 devices support only Packet Error Rate information.

PON Enhancements

Service Profiles for ONUs

This release introduces support for viewing ONU Profiles for supported PON deployments.
Administrators can review ONU profile information from cnMaestro and change the
associated profile as needed, providing better visibility and control over ONU-level
configuration.

This enhancement improves operational visibility and helps administrators verify and update
ONU profile assignments more efficiently without needing to access the OLT directly.

View ONU Profile

Change ONU Profile
Name = Serial Number = Current ONU Profile
XGS-PON-ONUIE o . onuAnyTagProfile ©
G-PON-ONU- ] o ] onuAnyTagProﬁl

xcs-PON-ONUI onuAnyTagProfile Profile Details

Profile Details

Showing 1- 3 Total: 3

Downlink 1000
Uplink 1000

Mgmt VLAN ID

Service Profile
Etho anyTAGprofile(4095->4095)

Etho newDefault(Untagged-
>Untagged)

Etho VLAN2001(2001->2001)
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(@ cambium Networks | cnMaestro™ X

= Networks AP Groups om>Texo 1
@ v B D: ificati Confi Details Ports Software Update Tools
default

& A defaul Apply Filter(s)
il N &

O Name MAC Address Status OLT Port Connection Time
B vXEET H

) XGS-PON-ONU ® Online Port 8 XGSPON 36d 23h Om
d Pon_oLT
. G-PON-ONU-¢ [ @ Online Port 8 GPON 36d 23h 10m

| C L Por 8 GEON
XGS-PON-ON B @ Online Port 3 XGSPON 36d 23h 10m
v -PON-ONU- .
& O C -
&
Q0
O+
o default
~ <& TCx08-

& > & port: [ ]
P > [E] Port-1¢

(2= PRSPV

Copyright © 2015 - 2026 Cambium Networks, Ltd. All rights reserved. | Version 6.2.0-b41 | Community | Supgort | Help

Miscellaneous Enhancements

Wi-Fi Offload - Vendor URL and Help Text

Q Ao 27 ¢ £ o I_H I

View ONU Profile Export v i

Rename

‘Change ONU Profile

-19.8 dBm

-15.8 dBm

This release enhances the Wi-Fi Offload configuration workflow by adding vendor URL
support and updated help text for Wi-Fi offload vendors.

Administrators can now view vendor-related URL information while configuring Wi-Fi Offload
settings under WLANSs, making it easier to reference vendor-specific details during setup.
The updated help text provides clearer guidance for selecting and configuring supported Wi-

Fi offload vendors.

This enhancement improves usability, reduces configuration ambiguity, and helps

administrators complete Wi-Fi Offload setup more efficiently.

(@ cambium Networks | cnMaestro™ X Q )+

=  WLANs >

Configuration  Devices

&

EY

AAA Servers

i

Access Control

B

Passpoint

N B % @

®

LR

INW-

Select the M; s WLAN. Once the scope is set, it cannot be changed late

Description

'Wi-Fi Offload

Select vendor below to pre-populate recommended Wi-Fi offload settings.

Type

:

and enter the NAS-ID provided by XNET. Finally, review

he default Passpoint

Basic Settings
ssiD
(7] Enable
ssiD*
XNet-Passpoint
The SSID of this WLAN (up to 32 characters)

Mesh

Wi-Fi Offload American Bandwidth support

This release adds a Passpoint configuration profile for American Bandwidth under Wi-Fi
Offload settings. Administrators can select the American Bandwidth vendor profile to

6/25/26

Page 13 of 31



populate the recommended Passpoint parameters, reducing the manual configuration
required for Wi-Fi offload deployments.

This enhancement simplifies Passpoint setup, improves configuration consistency, and helps
administrators onboard American Bandwidth Wi-Fi offload services more efficiently.

@ Cambium Networks | cnMaestro™ X ~c + 1/ pt 99 2 © - .

=  WLANSs > 3

Configuration Devices

Base Infrastructure
il ‘
" Select the Managed Account for this WLAN. Once the scope is set, it cannot be changed late
AAA Servers
B Description
Guest Access
Access Control
Wi-Fi Offload
N ePSK Select vendor below to pre-populate recommended Wi-Fi offload settings
oF Type
& None z
pon None
o+
Custom
& American Bandwidth
2] Google Orion
Helium

WBA OpenRoaming Demo

Mesh

| R

Enhancements to Notifications > Events: Grid Structure and Column Mapping

This release enhances the Notifications grids with updated column names, ordering, filtering,
and mapping to improve consistency across the Ul, exports, and reports.

e The Name column in Alarms, Alarm History, Events, and Wi-Fi Events is now
renamed to Event Type.

e In Alarm History, the Clear column is renamed to Cleared Time and moved next to
the Status column.

e The Events grid has also been updated with new column mapping definitions, the
previous Event Type column has been removed where applicable, and the filters for
the Category column have been changed.

These updates provide clearer events and alarm information, improve alignment between
grid views and exported data, and make notification records easier to review and interpret.

(@ cambium Networks | cnMaestro™ X Q N 2 *?® 5 09 | ]

= Networks AP Groups System 2
o v @ syste Dashboard Notifications ~ Configuration ~Statistics Reports X ~ Software Update  Applications X Clients Mesh Peers Assurance X  Assists X
> & Base Infrastructure Alarms  Alarms History (o) Wi-Fi Events
4
=l |
Apply Filter(s)  Managed Account:  All Accounts Export v i
i) > 8
=) m Severity Source Type Source Source MAC Managed Account  IPv4 Address  IPv6 Address R
° o @ Notify Dev [ 1 r200P cnPilot R200P_Onboarc [l | | NA STATUS_UP 2
> & v ‘ -
> D ® Major Devi 200P_224 15 C NA STATUS_DOWN 2
& = _ @ Notify wipg px . NA WIDS_DETECT_BSSID 2
S Authentication & Access Control - f—
>
@ Notify Net = Base Infrastructure NA DHCP_SRVR_IP_AS.. 2
&  p Auto Pilot EE N | N |
00  Notify Devid cBRS 2cre I Base Infrastructure @ NA DHCP_CLIENT_UPD 2
b3 =N
® Notify Devid Cloud Sync ] Base Infrastructure Bl 2 RENEW_INTERFACE.. 2
® m m
® Notif Configuration . NA o
=} Y Net 3 Base Infrastructure DHCP_SRVR_IP_AS- 2
® = EE N
> & ® Notify Device RV22 Home Mesh  RV22. Base Infrastructure B B2 RENEW_INTERFACE.. 2
=y | @ Notify Network RV22 Home Mesh V22 Base Infrastructure B v DHCP_SRVR_IP_AS-. 2
> & ,
@ Notify Device PMP 450b Mid-G.. BMP_3 f— — Base Infrastructure NA STATUS_UP 2
¥ O ,
Showing1-10 of Many 10 v N Next >
= | )
o
Y > &
o OF
o Copyright © 2015 - 2026 Cambium Networks, Ltd. All rights reserved. | Version 6.2.0-b44 | Community | Support | Help T~
N
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APl Updates X

Deprecated APIs

Request Path Deprecated | Sunsetin Replacement Details
Method In
Guest Access API
GET /portals 5.2.0 6.3.0 /api/v2/easypass The Guest
/portals/{portalNa | 5.2.0 6.3.0 /api/v2/easypass/{port Access
GET Portal
me} alName} feature has
/portals/{portalNa | 5.2.0 6.3.0 /api/v2/easypass/{port | been
GET me}/events alName})/sessions/login | deprecated,
_events and as a
X result, the
/portals{{pgrtaINa 52.0 6.3.0 /ap|/v2/easyp.ass/{p.ort associated
PUT me}/whitelist alName})/configuration/ | RESTfuUI
allowed_domains APIs have
/portals/{portalNa | 5.2.0 6.3.0 /apilv2/easypass/{port | @lso been
GET me}/voucher_pla alName)/voucher_plan | deprecated.
ns s
/portals/{portalNa | 5.2.0 6.3.0 /api/v2/easypass/{port
GET me}/vouchers/{vo alName}/voucher_plan
ucherPlan} s/{voucherPlan}/vouch
ers
/portals/{portalNa | 5.2.0 6.3.0 /api/v2/easypass/{port
POST me}/vouchers/{vo alName})/voucher_plan
ucherPlan)/gener s/{voucherPlan}/vouch
ate ers/generate
cnArcher Installation Summary
/api/v2/cnarcher/i | 6.0.0 6.3.0 /api/v2/installation/sum | Added new
GET nstallation/summ mary APIs with
ary app type
6.0.0 6.3.0 Japiiv2/installation/sum | Mer 0
/api/v2/cnarcherf/i mary/{mac} retrieve
nstallation/summ installation
ary/{mac} summary
details for
all
supported
GET app types
(cnArcher,
enterprise-
installer,
etc.) under
a site or
tower.
6/25/26 Page 15 of 31




Deprecated Fields

Request
Method

Path

Field Name

Deprecate
din

Sunset
In

Replacement

Details

AP Groups

GET

/wifi_enterprise
/ap_groups

auto_rf_ch
annel_sele
ction_mode

521

6.3.0

N/A

GET

/wifi_enterprise
/ap_groups

channel_uti
lization_thr
eshold

5.2.1

6.3.0

N/A

These fields
are no
longer
relevant for
Auto-RF
configuratio
n.

POST

/wifi_enterprise
/ap_groups

auto_rf_ch
annel_sele
ction_mode

521

6.3.0

N/A

PUT

/wifi_enterprise
/ap_groups/{ap
_group_name}

auto_rf_ch
annel_sele
ction_mode

521

6.3.0

N/A

This field is
no longer
relevant for
Auto-RF
configuratio
n.

POST

/api/v2/wifi_ent
erprise/ap_gro
ups

shared

6.0.0

6.3.0

N/A

POST

/api/v2/wifi_xirr
us/ap_groups

shared

6.0.0

6.3.0

N/A

The shared
field is
deprecated
in 6.0.0 and
will be
removed in
version
6.3.0

Wi-Fi Enterprise

GET

/devices/clients

ap_mac

5.0.0

6.3.0

device_mac

The
ap_mac
field is
deprecated
and
replaced
with a new
generic
term,
device_mac
,to
accommod
ate other
non-Wi-Fi
device
types, such
as NSE.

For a
similar
reason, the
rx_bytes
and
tx_bytes
fields have
also been
taken out of
the radio
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Request

Method i

Field Name

Deprecate
din

Sunset
In

Replacement

Details

property of
an AP
device.

/devices/wired
_clients

GET

ap_mac

5.0.0

6.3.0

device_mac

The
ap_mac
field is
deprecated
and
replaced
with a new
generic
term,
device_mac
,to
accommod
ate other
non-Wi-Fi
device
types, such
as NSE.

/devices/clients
/summary

GET

rate

5.2.1

6.3.0

tx_rate

For
consistency
, the rate
field has
been
deprecated
and
replaced
with a new
field,
tx_rate,
alongside
the
introduction
of a
correspondi
ng rx_rate
field.

/devices/clients
/summary

GET

client_type

5.2.1

6.3.0

oS

The
client_type
field was
capturing
the OS
information,
which was
incorrect.
So replaced
it with a
new field
0s.

Switch Groups

/api/v2/cnmatri
x/switch_group
s_ports/{switch
_group_name}

GET

nid

5.25

6.3.0

network

Renamed
the
deprecated
fields to
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Request
Method

Path

Field Name

Deprecate
din

Sunset
In

Replacement

Details

GET

/api/v2/cnmatri
x/switch_group
s_ports/{switch
_group_name}

tid

5.25

6.3.0

tower

GET

/api/v2/cnmatri
x/switch_group
s_ports/{switch
_group_name}

mcid

525

6.3.0

managed_acc
ount

relevant
ones.

GET

/api/v2/cnmatri
x/switch_group
s_ports/{switch
_group_name}

eType

525

6.3.0

N/A

eTypeis
redundant
as the API
endpoint is
specific to
cnMatrix
itself.

POST

/api/v2/cnmatri
x/switch_group

S

shared

6.0.0

6.3.0

N/A

The shared
field is
deprecated
and will be
removed in
version
6.3.0

Events API

GET

/api/v2/events

offset

total

6.0.0

6.3.0

continuation_t
oken

The offset
request
parameter
is
deprecated
in 6.0.0 and
will be
removed in
version
6.3.0
release.
Please use
the
continuatio
n_token
request
parameter
instead.
The total
response
field is
deprecated
in 6.0.0 and
will be
removed in
version
6.3.0
release.

Device Performance API
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Request
Method

Path

Field Name

Deprecate
din

Sunset
In

Replacement

Details

GET

/api/v2/devices
/{mac}/perform
ance

offset

total

6.0.0

6.3.0

continuation_t
oken

The offset
request
parameter
is
deprecated
in 6.0.0 and
will be
removed in
version
6.3.0
release.
Please use
the
continuatio
n_token
request
parameter
instead.
The total
response
field is
deprecated
in 6.0.0 and
will be
removed in
version
6.3.0
release.

NSE Threats API

GET

/api/v2/devices
/nse/{mac}/thre
ats

offset

total

6.0.0

6.3.0

continuation_t
oken

The offset
request
parameter
is
deprecated
in 6.0.0 and
will be
removed in
version
6.3.0
release.
Please use
the
continuatio
n_token
request
parameter
instead.
The total
response
field is
deprecated
in 6.0.0 and
will be
removed in
version
6.3.0
release.
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Request Path Field Name | Deprecate | Sunset Replacement

Method dln In LR

WLANSs

/api/v2/wifi_ent | ga_cn_port | o o 6.3.0 The

POST .
erprise/wlans al_name ga_cn_port

al_name
field is
deprecated
in 6.0.0 and
will be
removed in
release
6.3.0. The
cnmaestro
value for
use the
/api/v2/easypa | ga_portal_
ss/{portalName | mode field
. N Ywlans to is
/api/v2/wifi_ent ga_cn_port attach and deprecated
PUT erprise/wlans/{ al name 6.0.0 6.3.0 detach in 6.0.0 and
wlan_name} - cnmaestro will be
portal types. removed in
release
6.3.0.
Please use
/api/v2/eas
ypass/{port
alName}/wl
ans to
attach and
detach
cnmaestro
portal

types.

The shared
field is
deprecated
/apl(v2/W|f|_ent shared 6.0.0 6.3.0 N/A |n'6.0.0 and
erprise/wlans will be
removed in
version

6.3.0

POST

Access Control Policy

The shared
field is
deprecated
in 6.0.0 and
will be
removed in
version
6.3.0

/api/v2/wifi_ent
POST erprise/access | shared 6.0.0 6.3.0 N/A
_control

NSE Groups

The shared

fapilvainse/nse | oo 6.0.0 630 | N/A field is
—groups deprecated

in 6.0.0 and

POST
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Request
Method

Path

Field Name

Deprecate
din

Sunset
In

Replacement

Details

will be
removed in
version
6.3.0

Configurati

ion Templates

POST

/api/v2/device/
configuration/t
emplates

shared

6.0.0

6.3.0

N/A

The shared
field is
deprecated
in 6.0.0 and
will be
removed in
version
6.3.0

Devices St

atistics

GET

/api/v2/devices
/statistics

mode

6.1.0

6.3.0

type

GET

/api/v2/devices
/{mac)/statistics

mode

6.1.0

6.3.0

type

The mode
filter is
deprecated
and will be
removed in
6.3.0. Use
type filter
instead.

60 GHz cn

Wave Software U

pgrade

POST

/api/v2/cnwave
60/networks/{n
etwork_id}/jobs
/device/update

Torrent
option in
download_
protocol

6.1.0

6.1.0

Use http
option under
download_pro
tocol

The torrent
option has
been
removed
from the
download_
protocol
field. Only
http is now
supported.
Requests
specifying
torrent will
be rejected
with an
error. If
download_
protocol is
not
specified, it
defaults to
http.

Update notice for existing APIs

Request Method

Path

Details

Device Performance API
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Request Method

Path

Details

/api/v2/devices/{mac)/performa

Added support for noise_floor, interference,

GET nce non_wifi_intgrfgrenge, packet_error_rate for
Enterprise Wi-Fi devices
Devices API
Added profile_attached query parameter to filter
GET /api/v2/devices devices by Profile name. The attached profile

name is returned in the profile_attached response
field.

Installation Summary API

Added support to retrieve installation summary

GET /api/v2/installation/summary details for cnwave60-installer app type. Optionally
filter by app type using the type=cnwave60-
installer query parameter.

GET /api/v2/installation/summary/{m | Added support to retrieve installation summary

ac}

details for a specific cnWave60 device.

NSE Groups API

POST

/api/v2/nse/nse_groups

PUT

/api/v2/nse/nse_groups/{nse_gr
oup_name}

The snort_vrt_rule_category field now uses the
unified Snort 3 category set for both NSE 3000
and NSE 4000. Legacy Snort 2-only category
names (e.g. backdoor, bad-traffic, botnet-cnc) are
no longer accepted and will return a validation
error.

Added support for tailscale configuration (enable,
auth_key, accept_routes, advertise_routes) under
NSE Groups. The user groups are supported in src
and dest fields and comma separated ports are
allowed for outbound firewall filter rules only.

The name field is now mandatory in Port Forward,
NAT One-to-One, and NAT One-to-Many rules.
The name must be globally unique across all three
rule types, start with a letter or underscore, and
contain only alphanumeric characters and
underscores. Requests missing the name field or
containing duplicate names will be rejected with a
validation error.

GET

/api/v2/nse/nse_groups

GET

/api/v2/nse/nse_groups/{nse_gr
oup_name}

The snort_vrt_rule_category field in responses
now reflects the unified Snort 3 category set.
Existing NSE 3000 profiles have been
automatically migrated.

Added support for tailscale configuration (enable,
auth_key, accept_routes, advertise_routes) under
NSE Groups. The user groups are supported in src
and dest fields and comma separated ports are
allowed for outbound firewall filter rules only.

The name field is now returned for Port Forward,
NAT One-to-One, and NAT One-to-Many rules.
Existing rules without a name have been back-
filled by migration using auto-generated names
(e.g. dnat_wan1_pf_rule_1).
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New APIs added in 6.2.0

Request Method | Path Details
Market Apps API
Added API to retrieve a list of all market apps.
GET /api/v2/marketapps Optionally filter by managed account and app
type.
Added API to create a new market app. Supports
POST /api/v2/marketapps managed-wifi, self-service-wifi, senior-living, and
outdoor-hospitality app types.
Added API to retrieve the full configuration of a
GET /api/v2/marketapps/{app_name} | specific market app including branding and type-
specific settings.
Added API to update market app configuration
PUT /api/v2/marketapps/{app_name} | including description, branding, and type-specific
settings.
DELETE /api/v2/marketapps/{app_name} | Added API to delete a market app by name.
/api/v2/msp/managed_account
DELETE s/(managed_accountymarketap Added MSP API to delete a market app for a
managed account.
ps/{app_name}
. Added API to upload a logo image for a market
PUT /api/v2/marketapps/{app_name} app. Supports PNG and JPEG formats up to 100
/logo
KB.
/apiv2/marketapps/(app_name) Added API to retrieve all units associated with a
GET . - market app, including device mapping, VLAN, and
/units : .
state information.
/api/v2/marketapps/{app_name} | Added API to add or replace units in a market app.
PUT . ;
/units Supports bulk add and replace operations.
/api/v2/marketapps/{app_name} | Added API to update the VLAN or device mapping
PUT . . . .
/units/{unit} for a specific unit in a market app.
/api/v2/marketapps/{app_name} | Added API to retrieve all members (property
GET . .
/members managers) associated with a market app.
/api/v2/marketapps/{app_name} | Added API to add or remove members from a
POST ;
/members market app by email.
/api/v2/marketapps/{app_name} | Added API to send invitation emails to all users or
PUT o o
/members/resend-invite resend them to specific users.
/api/v2/marketapps/{app_name} | Added API to resend the invitation email with
PUT . . o . . .
/units/{unit}/resend-invite credentials for a specific unit.
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Supported Cambium Products

cnMaestro supports the following Cambium Networks products. The software versions are

the minimum required to use cnMaestro (not the recommended versions).

Family Model Version
V1000 1.0
V2000 1.2.2-beta3
V3000 1.0
60 GHz cnWave
V5000 1.0
V5000i 1.8
V2000i 1.8
EX2000/EX1000 2.0.4-r1
EX3000 5.0.1
cnMatrix EX3024-F 6.0-r2
EX3030RM-P 6.2.0
EX3052RM-P 6.2.0
cnPilot R200, R200P 4.4.2-R2
cnPilot R201, R201P 4.4.2-R2
cnPilot Home cnPilot R190V, R190W 4.4.2-R2
cnPilot R195P 452
cnPilot R195W 47
Sierra 800 1.0.1.0-r1
cnRanger Tyndall 101 1.0.1.0-n1
Tyndall 201 2.0.0.0-r1
cnReach N500 5.2.17e
Hub 360r, FLEXr 4.6
cnVision
Client Micro, Mini, Maxr 4.6
cnWave 5G Fixed B1000 (BTS) 20
C100 (CPE) 2.0
Edge Controller N/A 1.0.0
cnPilot e400/e500 2.5.2-r3
cnPilot €410/e430w/e600 3.5.2-R4
cnPilot e5015/e502S 3.2.1-r6
cnPilot €700 3.8
Enterprise Wi-Fi cnPilot e425/e505 4.0-r17
cnPilot €510 3.11.4-r9
XE3-4 6.4
XE3-4TN 6.5.1
XE5-8 6.4.1-r15
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Family Model Version
XV2-2X 6.1
XV2-2T0 6.4
XV2-2T1 6.4.1-r15
XV2-21X 6.5
XV2-22H 6.5
XV2-23T 6.5
XV3-8 6.0
X7-35X 7.0-b14
X7-53X 711
X7-55X 711
X7-56X 71.2
ePMP 1000 Hotspot ePMP 1000 Hotspot 2.5.2-r3
ePMP 1000, Force 180/200 2.6.2
ePMP 2000 3.0.1
ePMP Elevate XM/XW 3.2
ePMP Force 190 3.5
ePMP Force 300 41
ePMP PTP 550 411
ePMP Force 130 5 GHz 43.2
ePMP 3000L 4.3.2
ePMP Elevate SXGLITES5, LHG5 4.3.2.1
ePMP Force 130 2.4 GHz 4.4
ePMP ePMP Force 300-19, 19R, 13 4.4
ePMP 3000 4.4.1
ePMP PTP 550 E 442
ePMP MP 3000 4.5
ePMP Force 300-13L 45.2
ePMP Force 300-13LC, 22L, 25L 4.6
ePMP Force 200L 47.0
ePMP 4000, Force 400 GPS, 400 510
CSM, 425
ePMP 4600, ePMP4600L, ePMP Force
4600C, ePMP Force 4525, ePMP 5.4.0
Force 4500, ePMP Force 4625
NSE3000 1.2-b5
NSE
NSE4000 2.0-r13
PMP 450i, PMP 450, PMP 450m, PMP 2212
PMP 430 SM
PTP 450, and PTP 450i 22.1.2
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Family Model Version
MicroPoP Omni/Sector 2212
PMP 450v 23.0
TCX16 - 16 port OLT 1.1.0
TCXO08 - 8 port OLT
SGXO00 - Indoor GPON ONT
PON
SXXO0O0 - Indoor XGSPON ONT
SGTOO - Outdoor GPON ONT
SXTOO - Outdoor XGSPON ONT
PTP 650 01-47
PTP PTP 670 (650 Emulation) 01-47
PTP 670, PTP 700 02-67
PTP 820C, 820E, 820F, 820G, 820S 1.9
PTP 820/850
PTP 850C, 850E 1.9
RV22 Home Mesh RV22 Home Mesh 1.0
XA4-240 8.7.0
XD2-230 8.7.0
XD2-240 8.7.0
XD4-130 8.7.0
XH2-120 8.7.0
XH2-240 8.7.0
XR-620 8.7.0
XR-630 8.7.0
al":s (Enterprise XR-2226 8.7.0
XR-2236 8.7.0
XR-2247 8.7.0
XR-2426 8.7.0
XR-2436 8.7.0
XR-2447 8.7.0
XR-4426 8.7.0
XR-4436 8.7.0
XR-4447 8.7.0
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Supported Browsers

cnMaestro supports the following browsers:

Platform Browser Version
Firefox 45 and above
Linux
Chrome 49 and above
MacOS Safari 9 and above
Microsoft Edge 4417763.1.0
MS Windows Firefox 45 and above
Chrome 49 and above
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Significant Fixes

The following issues have been fixed:

ID

Details

CNSSNG-53351

Incorrect product naming for ePMP 4500L AP

CNSSNG-50157

[Radio Modes] The help text for the radio mode is displaying
incorrect information.

CNSSNG-49996

EasyPass Azure login show username in clients info

CNSSNG-46305

Spanning Tree Overrides not working for the switch groups
created using RESTful API

CNSSNG-38730

Device Tools Wi-Fi Analyzer report SNR Column Sorting does
not work

Known Issues

This section lists the known issues in the cnMaestro releases:

*Reported in Release 6.1.0

ID

Details

CNSSNG-52711*

Bulk edit on hybrid ports with VLAN append and delete
operations are not reflecting the VLANs immediately under
Switch groups > Configuration > Ports.

CNSSNG-52602*

Sign In Message, Access Granted Message, Authentication failed
and Logout failed to be removed from cnMaestro as they are not
supported in NSE device UL

CNSSNG-52570*

NSE Network LAN page is loading slow when the Cellular WAN is
enabled.

CNSSNG-52453*

Switch Group save failed after deleting an additional port channel
on a cnMatrix device.

CNSSNG-52196*

VLANSs are not reflected in Switch ports grid upon
adding/deleting VLANSs from switch group in Onboarding page.

CNSSNG-52043*

Inter-VLAN Routing column incorrectly showed Disabled for
newly added VLANSs, even when Enabled was selected during
bulk VLAN configuration in NSE group.

CNSSNG-52003*

Restrict AP replacement when source AP is associated with
MarketApp (MDU Wi-Fi).

CNSSNG-51217

Intermittently DNS events not getting unblocked automatically
and events not generated.

CNSSNG-51123

Virtual WAN configuration not removed from View Device
Configuration after NSE downgrade from 2.1.

CNSSNG-51033

Selected switch filter not applied when navigating to Statistics tab
from Switch Groups dashboard.
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ID

Details

CNSSNG-50422

Email Notifications take more than 10 minutes for processing after
generating the alarms.

CNSSNG-50282

Switches tab is listing device of another switch group with same
name but different scope.

CNSSNG-49936

Port configuration from onboarding page is not reflected after the
device is onboarded.

CNSSNG-49866

Unable to search devices using IPv6 addresses from the Search
Devices option.

CNSSNG-49726

Installer MarketApp: Device Overrides are not getting applied if
different device model is replaced.

CNSSNG-47877

Inconsistent Component Carrier sequence across cnMaestro.

CNSSNG-47773

In Enterprise view, restrict alarms related to Enterprise AP, NSE,
and cnMatrix devices only.

CNSSNG-47698

Notification template name should update with email ID after
migration.

CNSSNG-47207

Switch Group rename causes cnMatrix devices to go Not In Sync.

CNSSNG-46593

Unsupported alarms are displaying for devices for cnMatrix, Wi-Fi
AP and PON.

CNSSNG-46051

When two devices are added as a hub and use the same NSE
groups, both devices get a role as a responder.

CNSSNG-45803

Changing the 'Time Range' from NSE Site level > Applications
does not update the dashboard results when the Network with
special characters.

CNSSNG-45149

Golay config is set to Auto configuration when we change Golay
from Maps.

CNSSNG-45087

cnMaestro shows IoT Device Identification in Security mode, even
if the device is not reporting any stats.

CNSSNG-45063

Error "Incompatible assigned channel for link" is seen when trying
to change the channel of the DN-DN offline link.

CNSSNG-45062

Error "Given link Name is not in any group" is seen when trying to
change channel for the CN offline link.

CNSSNG-44989

The Site to site VPN checkbox should be disabled for old
customers if they have not enabled it earlier.

CNSSNG-44758

"Previous CH req in progress" error is seen when the change
channel operation is done from maps with an offline link included
in the group.

CNSSNG-44756

The backup link is not included in the group channel of a sector,
even though it is in the same sector.

CNSSNG-44747

Error messages need to be modified for the change channel
operation of the offline link.
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ID Details

Operator User in both Main and MSP should be able to view the
CNSSNG-44623 Auto VPN Config and Dashboards, as well as the NSE Groups.

CNSSNG-44564 Handling config sync failures in Auto VPN config push.

CNSSNG-41787 Spare device showing duplicate vulnerability data at the system

level.
CNSSNG-41600 HA State goes to fault when no clients are connected.
CNSSNG-41503 Unable to see "POWER BOOTLOOP detected" event.
CNSSNG-40814 Port 6 should be shown as HA in the dashboard port status.

Home sites are not listed while moving devices from the

CNSSNG-36782 .
inventory page.

Modify the remote subnet and local subnet fields under IPsec to

e el have the option to enter the subnet in list form.

CNSSNG-21396 Issues related to cnMatrix onboarding overrides.
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Where to Get Help

There are several places to get help with cnMaestro.

e Cambium Community: The cnMaestro Forum provides the best place to ask
questions and get up-to-date information.

e Cambium Support: The Cambium Support team is available 24/7 to answer
questions and resolve issues.
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